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S.NO DAY CONTENT
1 22.11.2023 INTRODUCTION TO ARTIFICIAL INTELLIGENCE
2 23.11.2023 | FUTURE TRENDS IN ARTIFICIAL INTELLIGENCE
3 24.11.2023 DEEPING LEARNING & NEURAL NETWORKS
4 25.11.2023 ETHICS & SOCIAL IMPLICATIONS OF Al
5 26.11.2023 NATURAL LANGUAGE PROCESSING (NLP)
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DATE: 27/11/2023 (/“ L'/
TIME: 9.30 to 10.00 AM \"L \ ( ( , '
\\_//,/’

1. What is the primary purpose of using Al in cybersecurity?

PK To reduce human error
,"/?
7

B) To enhance data storage

C) To automate social media managemént/
D) To improve graphic design

2. Which Al technique is commonly used for anomaly detection in network traffic?

A) Linear Regression =

B) Decision Trees /

C’ﬁ\T eural Networks

D) K-means Clustering
3. What does a Security Information and Event Management (SIEM) system do?
A) Store data

Bﬂnalyze éecurity alerts
C) Control access

D) Encrypt files
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4. Which of the following is a benefit of using machine learning in cybersecurity?
N)/Reduced operational costs /.

B) Elimination of all cyber threats \
C) Increased manual review processes

D) Slower incident response times

5. What type of attacks can Al help predict and mitigate?

A) Phishing attacks S

~ L

B) Social engineering attacks /

C) Ransomware attacks =1

D)(ll of the above

6. Which AT approach is used for classifying emails as spam or legitimate?
A) Clustering ;
B) Reinforcement Learning X

@,)/ Supervised Learning ;

D) Genetic Algorithms

7. In the context of Al in cybersecurity, what is "threat hunting"?
A) Scanning for viruses /
B{Proactively searching for threats S
C) Responding to incidents e

D) Managing user accounts

8. What is a potential downside of using Al in cybersecurity?
A) Improved accuracy
!{)High computational costs

C) Increased data security

D) Enhanced threat detection . 5 1 cm_\}hhl:.
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9. Which algorithm is often used for identifying malware signatures?
A) Random Forest
B) Support Vector Machines
C) K-Nearest Neighbors {\
I{)Naive Bayes \
10. What role does natural language processing (NLP) play in cybersecurity?
A) Analyzing log files

B) Detecting insider threats //—\)

/

>/

C) Understanding user behavior
D{All of the above

11. Which of the following is an application of Al in incident response?
M/ Automated threat detection

B) Manual log analysis

C) User training programs {\

D) Network hardware upgrades \

12. What is "automated phishing detection"?
A) Manually reviewing emails

B(Using Al to identify phishing attempts
C) Implementing stronger passwords

D) Sending alerts to users
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13. Which of these is NOT a use of Al in cybersecurity?
A) Password generation

{)Predicting weather patterns .\/
C) Fraud detection \
D) User behavior analytics

14. How can Al assist in vulnerability management?

A) By fixing vulnerabilities automatically

EO/ By prioritizing vulnerabilities based on risk /
C) By creating software updates \
D) By manually testing all software

15. What does "behavioral analysis" in cybersecurity involve?

A) Tracking network traffic

B’{Monitoring user actions
/__)

C) Scanning for malware /

D) Updating software
16. Which type of machine learning is typically used for real-time threat detection?
A) Unsupervised Learning
B) Semi-supervised Learning
Céupervised Learning N
D) Reinforcement Learning
17. What is a "false positive" in the context of Al-based security systems?
A) A legitimate threat identified as safe /
B) An actual threat that goes undetected / W

) A benign event flagged as a threat = /
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18. Which Al application can help organizations comply with data privacy regulations?
A) Data encryption

&'\utomated reporting tools = )

~

C) Network firewalls /

D) User training sessions
19. How can Al improve the effectiveness of penetration testing?
A/By automating attack simulations

B) By reducing the need for human testers

)

o

C) By eliminating all vulnerabilities /
D) By only testing on weekends

20. What is "deep learning" in the context of cybersecurity?

A) A method for deeper encryption

Bﬁ subset of machine learning using neural networks

=)

C) A technique for manual data analysis =

D) A method for creating stronger passwords /
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18 710623243018 | KARTHICK S 89 PASS
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